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PowerShell sl SY o,S Jld >

sleolas, oud g (Advanced Audit Policy Configuration) aud iy wplus o0 S »
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By 3l LSY oo g e Jlie (lgim 31> 3939 lisee (g, iy wulal e el (gl Yoexe j9aig

Oyguay Ol pass Cpl Gl 5l Vgare Jlojlu slalases jd ¢ s pl b ol> 4055 PowerShell L Registry Event Viewer

Sl Olpss a8 Canl oud rw Ate pl 53 U pred ) Wl Jlas| gt dod g9y 4ol o)kl g 55 oo
5,5 Jloe! Group Policy 3,k

bl Vo Ladd Security SY Mio) Cuwl ai8,5 Jlas 10 Y ()l lp (o5 po (0,8 sias Cygo 4 59y

o > LASY )5 o el g Cuns (S8 S555,6 Bl gl ohe o Slles slalazws (o Hlase ool (cuwl

A3 o inled W ygpw g oMl 1) (ooloiuinn p JBlas Y Jada gl Bl g cmngiil
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Sl Shr ez Pl laggm glp o S|
SobshsS 4 laca S CobslS & &

b oot S e fle s laaelin SV e vemevs | s veavior | Application

SQL Server
Lo eSoy 8 glp Y py ol
Job 155 G TR (LS F) IFY-F | (CulSA)AYAAS-A | =Security
Sl Dl g a5l 9319959

P05 fL“‘:;‘:’.“'\i—‘ 9 j9ing cual 4 bogyo (cublXa YOF) YAV FF (CoblXs VYY) OYFYAA Setup
1252130 5 o gy ¢ s slallas o | (CollEe DY) OYVFYAA | (CoLIES Y) Y-aV10Y System

VEVYYYAS gy |y SY g5 ol oo a8 23,5 o dlggudiy i yg puo (sl Security SY (oY Couonl &y angi L
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Hales sy pj Jelie LSY goe (al38l

Qg g e 4 Group Policy o >

= Computer Configuration — Administrative Templates — Windows Components —

Event Log Service

.(Application, Security, Setup, System) s,ls 3> SV ;2 gl olbdadis o pl o >

= Specify the maximum log file size (KB) — Enabled

Dles s 1y 5 ansS aldg 0 0 >

O 0uS 0)lg Y Jea Jeao bl ol Lyl 5,50 laie Maximum log file size (KB) cwd o >
Sles 8)ls LeadS glp 1) (oS F ow) FIAFY-F sue Security Log gl Jlwe ylgie
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v & Computer Configuration
“| Software Settings
| Windows Settings.
“| Administrative Templates

| Control Panel
| Network
| Printers
7| Server
Start Menu and Taskbar
System
- Windows Components
~| ActiveX Installer Service
| Add features to Windows 10
“| App Package Deployment
| App Privacy
“| App runtime
“| Application Compatibility
“| AutoPlay Policies
| Biometrics
“| BitLocker Drive Encryption
| Camera
“| Cloud Content
7| Connect
| Credential User Interface
| Data Collection and Preview Buil
7| Delivery Optimization
“| Desktop Gadgets
Desktop Window Manager
Device and Driver Compatibility
“| Device Registration
“| Digital Locker
| Edge Ul
“| Event Forwarding
~ [ Event Log Service
“| Application
| Security
“| Setup
| System
Event Logging
_| Event Viewer
“| File Explorer
_| File History
“| Find My Device

Handwritina

Specify the maximum log file size
(KB)

Edit policy setting

Requirements:
At least Windows Vista

Description:

This policy setting specifies the
maximum size of the log file in
kilobytes,

If you enable this policy setting, you
can configure the maximum log file
size to be between 20 megabytes
(20420 kilobytes) and 2 terabytes
(2147483647 kilobytes), in kilobyte

increments,

If you disable or do not configure this
policy setting, the maximum size of
the log file will be set to the locally
configured value. This value can be
changed by the local administrator
using the Log Properties dislog, and
it defaults to 20 megabytes.

oM ¢l Security SY goljél ) S

Jalgs (ulial ) Y poe Sy Oyans AiS o cdlys 1y Group Policy (pl aS7 o bpiuew dod ¢ ybg) opl b

D

056 VS5 43 .aumd plosl Application, Security, Setup, System SY g5 ks 2 sl |y ol &5 a8 cdd

Cwl 04 031> uwlm Security Y u.ul).el

Setting State Comment
2| Control the location of the log file Not configured No
1 Specify the maximum log file size (KB) Not configured No
=] Back up log automatically when full Not configured No
\i=| Configure log access Not configured N
\#3) Configure log access (legacy) Not cenfigured N
(=] Control Event Log behavior when the log file reaches its ma... Mot configured Ne
& Specify the maximum log file size (KE) m] X
E Specify the maximum log file size (KB) i s T Next Setting
(O Not Configured Comment:
(® Enabled
(O Disabled
Supported on: [t jeast Windows Vista
Options: Help:
Maximum Log Size (KB) 4194304 : This policy setting specifies the maximum size of the log file in

kilobytes.

If you enable this policy setting, you can configure the
maximum log file size to be between 20 megabytes (20420
kilobytes) and 2 terabytes (2147483647 kilobytes), in kilobyte
increments,

If you disable or do not configure this policy setting, the
maxirum size of the log file will be set to the locally cenfigured
value, This value can be changed by the local administrator using
the Lag Properties dialog, and it defajults to 20 megabytes.

- Cancel

Apply

PowerShell ¢bSY 43,5 Jkd

38 50y S ygns b s Sl (eln] o) S oSt (eloalad b w55 b sy 125 SY g5 dus PowerShell (¢l

W0,5 e (on’S

Module Logging »
Script Block Logging >
Transcription >

ol 0045 021 s el S yp 93,5 Jlad 0950 dsldl jd

V0 )l 0 gaxin



Lal (o0 punly Co e 38 40 j98ag 5 (suiel (SY oo 5 (iluled Jos slainl,

PowerShell ¢!, Module Logging (3,5 Jlxd

bamo &) (g (Sl o sl (S Sl blb g lopodlS sl e ygiond Jols ety 6 Jsle e bl 3
Add-ons / Jte b wgidely slagl; o Taabuls wiles 1) Ll olg o Syke 4 .08 o 4Ll PowerShell
oLl PowerShell ;3 53 ygiw | Alg7 o PowerShell sla Jo5le  olod saalico (gly .unils Wal38le 5 6l Plugins
wolos

» Get-Module -ListAvailable | select-object Name
Jké Joile & (sl Module Logging aSile g 1535 yeie b Jo3le (g5, » PowerShell (5, S3Y slacabls 5l 50
SY Gl & olagile oy piore ¥ Jgdor 3 008 o 3 SY 3 ol i 25 |2l Jgile ol 45 )by g
Klosds asuie 33,5 s Lyl

el g9550 ,0 POWerShell sla Jgsle (s yiage ¥ Jgo
kel )8
doog,S g ()l )l5 BAx U sd o] Jie asols Cu pae a5 by o slogiws (gl 2!
(eeld Lz 0 b g s J785 5 b OUy poe
3)lse ! s ela InterfaceRoute Gateway « IP Jolis asiis clondass (gan S

Jsjle pb

ActiveDirectory

NetTCPIP

A% et ;50 s 4l SlbLs )l (g9, Wilg o

cooliiwl 5,90 DNS (slo g s 00,5
JoLs « BITS (Background Intelligent Transfer Service) &, ,b 5l b L6 Jlas!
csx B golie s bl gl T sglils
JSog3 sly>! sl (Task Scheduler) sosgonyle;y by yuss b Bis wlsg

DnsClient

BitsTransfer

ScheduledTasks
Lot ey o ey Sl b eaol 5

oulice ¢ (g3l Jlad e/ Jled Sl oIS Slaadats posd Jolds SOl slac IS o o

i NetAdapter
Sl 8l Sledlb!
sl p IPSEC slacaulow § 59005 Jlgpls sla RuleJ.u Al Sl Slogdats o e )
. i NetSecurity
79 5 899,y Wbl S
STL (e O ygods piiasw ol Co pae sl CIMIWMIL 51 oslaal b b jgiws (gl )
CimCmdlets

()‘)S‘w 9 Lb‘_’»‘g‘s).w sLbu»)L))J asle) 9o cl)

LEVENE LOG (5 iz, o msg oo el yolsd 5 o Ll wiile jo0is ol (slizl o o

6'4"‘7“ (_.;Lmﬂ.i;oﬁ

Microsoft.PowerShell.
Management

IS sl (Certificates)la alss Jols jaang sl Slonlas b 18

Microsoft.PowerShell.
Security

1 Module
2 Package
3 Libraries
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Soles s 1y 5 Jelee Module Logging SY (3,8 Jlsd (¢l

Qg g e 4 Group Policy jo >

= Computer Configuration — Administrative Templates — Windows Components —
Windows PowerShell

aled Jb 1) 55 a8 Caand (ol o >
= Turn on Module Logging — Enabled
2o 5o Jg5le Show Contents o ey )0 9 0uS SCAS ShOW asS's (g5, » OptioNs cwad o >
Sales o)l JSo Gllas 1, Jeaz 0 ool

20,5 b Glles B aad HLid 1) OK aeS’s Ll j3 09 cod Jled 55 )5 5590 Joile SV

A3 o yiuled |y Module Logging SY g0 Jled 5l Sl ¥ S

| Microsoft Defender Exploit Guard A © Winds PowerShell
| Microsoft Edge . -~ o
| Microsoft Secondary Authentication Factor Turn on Module Logging ng ate

| Microsoft User Experience Virtualization Turn on Module Logging Enabled

Edit policy setting

| MetMeeting iz| Turn on PowerShell Script Block Logging Enabled
| Mews and interests Requirements: 12| Turn on Script Execution Mat configured
| OneDrive At least Microsoft Windows 7 or i=| Turn on PowerShell Transcription Enabled
| Online Assistance Windows Server 2008 family |i=| Set the default source path for Update-Help Mot configured
~| OOBE
| Portable Operating System »
Presentation Settings :
| Push To Install ? o] Wt (U ieetizliegeTe Mext Setting
_| Remote Desktop Services
| RS5 Feeds O Not Configured ~ Comment:
| Search
“| Security Center @® Enabled
~| Shutdown Options O Disabled
- Smart Card Supports Show Contents O X
_| Software Protection Platform
| Sound Recorder
%| Speech ] Module Names
| Store Options:
- Value

Sync your settings

| TabletPC To turn en logging for cne or m 4

= Task Scheduler Show, and then type the modul NetTCPIP

~| Tenant Restrictions Wildcards are supported. DnsClient

| Text Input )

- Module Names Sh Bits Transfer

| Windows Calendar - SehedulodTask

- cheduledTasks

_| Windows Color System To turn en logging for the Wind

~| Windows Customer Experience lmprovemer modules, type the fellowing mof NetAdapter

| Windows Defender SmartScreen list: MNet Security

| Windows Error Reporting Microsoft PowerShell.* CimCmdlets

_| Windows Game Recording and Broadcasting "

" Windows Hello for Business Microsoft WSMan Management Microsoft. PowerShell. Management
= Windows Ink Workspace Microsoft. PowerShell. Security
| Windows Installer .

| Windows Logon Options
| Windows Media Digital Rights Management Cancel
_| Windows Media Player
Windows Messenger
Windows Mobility Center
| Windows PowerShell

= oK Cancel
“| Windows Reliability Analysis nes

(LTSS PR . RSP Y B + AAGADRN

> o e e
of all modules and snap-ins is set to False,

Module Logging SV 0505 Jled ogs ¥ JSs
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PowerShell LS’)'f Script Block Logging ‘)b; de
¢y Script Block Logging .33 )3 ooy (8 y5iwd SN S &ygu0 & Il 345 |y PowerShell )d &S (55003 p
Sualls e | 35 55 30 o pen o Sl K 51 Sy €5 Y 53 (503 (oSSl (5 plas 39,5 50
e 1y o) (oMb oy ) pl& 45w Script Block Logging «(Base64 ;I osliul b Jio b a) bled (6513550, b sgs

lod o0

Jd gly .cwl Cuenl Bl jluws Obfuscated Scripts L Fileless Malware silo  Mes glwlis glp (She ol

Soles JWs 1y g5 Jolye Script Block Logging SY 3,8

Qg g e 4 Group Policy o >

= Computer Configuration — Administrative Templates — Windows Components —
Windows PowerShell

Aled JUb 1) 55 a5 Cwand (pl o >
= Turn on PowerShell Script Block Logging — Enabled
4 5 dwles Jld 1, Log script block invocation start/stop events 4. 35 Options cewd ;o >
Aamled ol |y Jolhe OK asSs 0,08 b colys

PowerShell LS')'.’ Transcription C,b; Jlzd
BB s 0,33 e bl K 0 Wl >9)5 5 PowerShell clygiwd plod 33,5 o cucl Transcription (5,5 Jlsé
by o ol bl gl g Slygied JolS e g pigaelS pb 0aiSTysl )8 (loj aSle SleMbl ol SV

Gl 03,8 > PowerShell )d 1) (550 d (60,8 4> 33,5 o yasuiio
Aol JWo 1y p; Jalye Transcription SY 38" Jlad (gl y

Qg ) e & Group Policy ,o >

= Computer Configuration — Administrative Templates — Windows Components —
Windows PowerShell

Dol Jub 1) 5 an3F Cwnd cpl o >
= Turn on PowerShell Transcription — Enabled
Transcript output 435 & ,b 5 1, SY Gl bl (g3lo ud e duslys oo OPIONS Coand jo >

s 5 PR Oyse A SY 038 e awlad axis directory
S, 1,8 C:\Users\<Username>\Documents

Aaled ol |y Jole OK asSs 0,8 b colys o »
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39999 »0 BAudit Log 5,5 Jlxd
SleMbl SY pl )b S5 oo 5 el (b o Sl (i j9a0s ) (Audit Logs) (w plus s SY
(S8 ol s b sbul pimaw 4 Z9,5 9 3959 dhax | Liad o &)l s 5 )0 5 slacdled 5 ads

ol mlio g b 8 4y wyiwd 5 el Slodald > o da o3y (slya ]

ool Lisu el dols 489 Sygo D D pped 4 it Jldje LSY ol il il (68 e s
Do oo Casly Audit Log Cauwyd (55l Jled g 05 Cod pho sounnww slalks > L o>l slabs,

g Ead Ddla 5 395 anseis sl Sb> glaolays,
D9l mol 8 S5, el 10 ploe ol (g5l Sl

YV V V

il dis g Bl by cw s b becwolew 5,5 slaclus )0 g Ol poss
A5l a5l olas ) 4y gy e Gl 5 polie (ialy Wlgy el gus >
s (§jlwodlel g 59ag (gilwcyel 13 (GlS SlaplS I S WaAudit Log e (siySy g (gilo]led ¢l b

ool dm sla s <l
Soles Jas 35 hgy 4 Group Policy 3,k 5l Audit Log (sjle Jixd (sl

Qg g o 4 Group Policy ,o >

= Computer Configuration — Windows Settings — Security Settings — Advanced Audit
Policy Configuration — System Audit Policies

03> yisle 0y4€ g Detailed Tracking Account Management Account Logon sl ol (sladiwd yisu opl ,o
Success sdlygy &S WS yusd plAS (gl 5 00,5 sl 1) Wog )Ty Aile o dtwd v 38 L L LNed e
Advanced I ol ¥ S5 0 e o ol |y atwd o (gly p3Y Gledal 5 Jods Nad Cud 93y | Failure

Gl 04 031> iules Audit Policy Configuration

10 5l 4 gaxin



939 ) kel GSY o pie g silold Jos slaial,

w i Computer Configuration
| Software Settings
~w [ Windows Settings
“| Name Resolution Policy
(& Scripts (Startup/Shutdown)
= Deployed Printers
v T Security Settings
7 Account Policies
4 Local Policies
_| Windows Defender Firewall with Advanced Security
| Metwork List Manager Policies
_| Public Key Policies
_| Software Restriction Policies
_| Application Control Policies
“g IP Security Policies on Local Computer
~ || Advanced Audit Policy Configuration
~ & System Audit Policies - Local Group Policy Object
A Account Logen
A Account Management
A Detailed Tracking
Hl DS Access
i Logon/Logoff
i Object Access
A Policy Change
A Privilege Use
A System
- Global Object Access Auditing
wlil Policy-based QoS
“| Administrative Templates
v ¢ User Configuration
| Software Settings
| Windows Settings
| Administrative Templates

ﬁAud\t Credential Validation

¥ Audit Kerberos Authentication Service
4 Audit Kerberos Service Ticket Operations
% Audit Other Account Logon Events

Not Configured
Mot Configured
Not Configured
Mot Configured

Audit Credential Validation Properties

Policy  Explain

&

:Configure the following audit events

Cancel Poply

Audit Credential Validation

Success
Failure

Advanced Audit Policy Configuration ¥ |s.s

53,5 Jlsb (Failure Success) sladligy 4 Ll (cly g bog,S y5 do dtwd yo (gl a5 Canl oddd yasuiie dald )

» Audit Credential Validation — Success & Failure

» Audit Kerberos Authentication Service — Success & Failure

Account Logon

» Audit Kerberos Service Ticket Operations — Success & Failure

ol yd 1y ald 4 2959 sl SoSie sl oM g Pass-the-Hash <Mos ¢ o (sla pSY ilS K] awwsy oyl

Audit Logoff — Success
Audit Special Logon — Success

YVYVYYVYYV

Audit Logon — Success & Failure

Audit Other Logon/Logoff Events — Success & Failure
Audit Network Policy Server — Success & Failure

oS e

Logon/Logoff

S o ol 1y )l 3959 Jora 5 olaj ald) 5 (S 5Sio ROP Do) jlone i (sladgyg et (ISl 4d (il

YVYVYYVYYV

VO 5l V- saxiw

Audit User Account Management — Success & Failure
Audit Computer Account Management — Success & Failure
Audit Security Group Management — Success & Failure
Audit Distribution Group Management — Success & Failure
Audit Application Group Management — Success & Failure

Account Management
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YU wyiwd b sloog)S 4 oIS SLSL s d8lsl g jlre e slaclus Cis b oloo) slolid Sl atwd oyl
S o0 ol 8

DS Access (Domain Controller)

Do Jled Ak dioly guiae oS Cunl i (sl diwd opl

» Audit Directory Service Access — Success & Failure
» Audit Directory Service Changes — Success & Failure

o281y jee st b 45w (6508 Clus dbu! Jio Active Directory )0 oS il puusd S Sl s
S e

Object Access

Audit File Share — Success & Failure

Audit File System — Success & Failure

Audit Registry — Success & Failure

Audit Removable Storage — Success & Failure

Audit Filtering Platform Packet Drop / Connection — Success & Failure

S (oo 2,8 ) USB (g9) Waodls (5 9 (g ) 53 yuasd el ol s Slme i (g piaod ST (lSel s (1]

YVVYYVY

Policy Change

» Audit Audit Policy Change — Success & Failure
» Audit Authentication Policy Change — Success & Failure
» Audit Authorization Policy Change — Success & Failure

ly Audit Policy yuss b Jlgpld 0,8 Jld s Jio ¢ siiel (slacumlus )0 jlrepe Olpss slolid el atws oy
S (0 a3
Privilege Use

» Audit Sensitive Privilege Use — Success & Failure
S oo ply8 |y oaloe lawgi 059 (sla awyiwd jl eolatulsguw b edlaiwl aswis el diws oyl
Detailed Tracking

Audit Process Creation — Success
Audit Process Termination — Success
Audit DPAPI Activity — Failure

Audit RPC Events — Success & Failure

WIS oo o8 ) SgSue (Sl Sl b bl alex jlclygod g bl (sl 385 (obs) (Bl and (]

YV VYV

System

» Audit Security System Extension — Success & Failure
» Audit System Integrity — Success & Failure
» Audit IPSec Driver / Other System Events — Success & Failure
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Global Object Access Auditing

&y y (A g (File System) o b8 & o wyiwd _oled 33,5 o sl Global Object Access Auditing cull8
Sdie (sly s dbgye SV a5 NTFS Auditing B 1 503 &yl .253,5 Cud wiaw IS 5 (Registry Keys)
S i) 9 BB gyn Slles g5 a4 bgiye SY 0900 el Sl (pl 2350 Jlb o et

Doy 5 Mo Dol el Wilg o (g ptunny 9 b1 & wyiwd dlis ) polie Cud Db Cud pius

Lol 595 3 w0

&S ol Llod goylw (gl Mio (old Laylyis 45 l2a8 Global Object Access Auditing dgu oo duogs < o> (pead &

WDgb Jled 3yl 1y b b &y wyiwd plod 385 ooy 4 5L

Command Line Auditing ;L Jlxd
95 o0 M| i 3 (Process) sl B G (B9 95 o el 45wl (b j9a4 ,> Command Line Auditing
Sloas Ll )T ol pos 48 o yd Las claguiow g v ylooS T (powershell.exe L cmd.exe Mm) ol Ll el pegMe

amd e ki |y ol sl 0g50 ¥ S5 g8 il iwtel cSY ) on
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General | Details

Token Elevation Type indicates the type of token that was assigned to the new process in
accordance with User Account Control policy. i

A new process has been created. |

Subject: |
Security ID: ADPERF\administrator
Account Name: administrator
Account Domain: ADPERF
Legon ID: 000000

Process Information: i
New Process ID: Oreddc
New Process Mame: CAWindows\System32\wscript.exe i
Token Elevation Type: TokenElevationTypeDefault (1) :
Creator Process [D: OxBdc ety
Process Command Line  "C:\Windows\systemaz\Wscript.exe” 'C*.\iystemﬁ% "

\temp\commandandcontrol\zone\fifthward\ntuserrights.vbs" Ei

Log Name: Security
| Seurce: Microsoft Windews security Logged: 9/8/2013 4:06:00 PM
Event ID: 4688 Task Category: Process Creation
| Level: Information Keywords: Audit Success i
| User MN/A Computer: BLUE-FILES.adperf.contoso.com
OpCode: Info

| More Information:  Event Log Online Help

v ey 2 o exn ey Tty

sl G ol SY o Command Line jioles g :f IS

Aol Js ly 5 Jolhe Command Line Auditing (¢ 5lw Jls8 (¢l

Qg g o 4 Group Policy ,o >

= Computer Configuration — Administrative Templates — System — Audit Process
Creation

Ales Jled 1) 53 a8 Coond ol jo >

= Include command line in process creation events — Enabled
0,33 Security (Event ID 4688) Y )3 35 )] 4 bgyyo Command Line «] pb s ogMe 41,8 1 (sl b Ly oyl

20,5 o

ol 04 031> isles Command Line Auditing (g jlo Jlsd 0956 31 oled & S5 jo
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=] Local Computer Policy ~ | At proces creation
~ & Computer Configuration
Include command fine in process  Setting State
| Software Settings "
Windows Settings creation events ) Include command line in process creation events Not configured
v [ Administrative Templates

| Control Panel & Include command line in process creation events o x

| Network

| Printers [] Include command line in process creation events

7 Server
Start Menu and Taskbar

=l - Comment:

< & system O Mot Configured
| Access-Denied Assistance | @ Enabled
| App-V
= Audit Process Creation O Disabled
%] Credentials Delegation Supperted on: [ At |east Windows Server 2012 R2, Windows 8.1 or Windows RT 8.1
| Device Guard
| Device Health Attestation Service
| Device Installation Options: Help:
= Disk NV Cache !
~| Disk Quotas This policy setting determines what informaticn is logged in ~
“| Display security sudit events when a new process has been created.
| Distributed COM
= Driver Instalation This setting anly applies when the Audit Process Creation policy
is enabled. If you enable this pelicy setting the command line
~ Early Launch Antimalware information for every process will be logged in plain text in the
] Enhanced Storage Access security event log as part of the Audit Process Creation event
“| File Classification Infrastructure 4688, "3 new process has been crested,” on the workstations and
~ File Share Shadow Copy Provider servers on which this policy setting is applicd.
- Filesystem If you disable or do not configure this policy setting, the
~| Folder Redirection process's command line information will not be included in
“| Group Policy Audit Process Creation events.
| Internet Communication Management
= iscsl Default: Not cenfigured
7 KoC
Note: When this policy setting is enabled, any user with access te

| Kerberos read the security events will be sble to read the command line
~| Kernel DMA Protection arguments for any successfully created process. Command line
7 LAPS arguments can contain sensitive or private information such as
% Locale Services passwords or user data. v
| Logon
*| Mitigation Options Cancel Apply
“| NetLogen

Command Line Auditing ;Lo Jls 0 JSo

&3, 9 Advanced Audit Policy Configuration 4 Basic Audit Policy <l
EXNINESRY,

22,13 3929 (Audit) w plus Slogals (sl 9y 93 joding )

Basic Audit Policy »
Local Security Policy — Local Policies — Audit Policy : e 31 ®

(o x& § Object Access (Logon/Logoff Jali) o,ls IS 435 A L g el 5 c0ad jhg, cpl ®
Sl oS D3y g 0gd o plol Category mhaw jo ol Glelass

Advanced Audit Policy Configuration >

Group Policy — Advanced Audit Policy Configuration : yeu 5| ®

ol (s 4y Server 2008 R2 ¢V 90 5) Josas hg, ol ™
Process Creation fio 09,5 5 0 51 i) 99 o0 plxl Subcategory xhaw o olondas =
(cwslyls 1y 6,46 9 Removable Storage (Logoff

JA I e

add joaig basl s (S yd Wil Jlxd Advanced Audit Policy Configuration g Basic Audit Policy p o jen 5]

SY Jg canl Jlad Advanced Ll oo 39391 plaol oyl a5es )3 0,5 oo 02030 1y Advanced g 1S o Jles! 1, Basic

Dedisn Slx SBSY 58) Cund jl 5 o053y sl god90 (ped Ngd oo (8 yslaer Basic 5b
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Lal (o0 punly Co e 38 40 59kug yd suiel Y Copie g (gilw e Jos slainl,

JAI5 28, 9,
aled Wi 1) s Jolye

Qg g e & Group Policy s >

= Computer Configuration — Windows Settings — Security Settings — Local Policies —
Security Options

oo Les

Jid 1y p5an s Cwwd cpl o >

= Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit
policy category settings — Enabled
Cawl 0 031> isled Advanced Audit 3l odlatwl & 5949 Ul 0456 51 o les Error! Reference source not found. >

5[ Local Cemputer Policy Policy Security Setting . " . .
~ 4 Computer Configuration Accounts: Administrator account status Disabled it Force audit pelicy subesicgeny setings (Windowes
| Software Settings Accounts: Block Microsoft accounts Not Defined Local Securiy Setting | Explain
~ [ Windows Settings
! Accounts: Guest account status Disabled
“| Name Resolution Policy A  Limit local £ blank " Ensbled B Aud: Force audt policy subcategory settings (Windows Vista or
= Seripts (Startup/Shutdown) | Accounts: Limit local account use of blank passwords te ¢o... Enable Jater} to overmde sucit policy oetegary setings
= Accounts: Rename administrator account Administrator
/= Deployed Printers
v B Security Seftings | Accounts: Rename guest account Guest
3 Account Policies | Audit: Audit the access of global system objects Disabled @ Ensbled
T2 Local Policies Audit: Audit the use of Backup and Restore privilege Disabled —
3 Audit Policy {3 Audit: Force audit policy subcategory settings (Windows Vis... Not Defined
7 User Rights Assignment | Audit: Shut down system immediately if unsble to log secur... Disabled
7 Security Options DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined
| Windows Defender Firewall with Advanced Security | DCOM: Machine Launch Restrictions in Security Descriptar .. Not Defined
| Metwork List Manager Policies Devices: Allow undock without having to log on Enabled
| Public Key Policies Devices: Allowed to format and eject removable media Not Defined
_ Software Restriction Policies | Devices: Prevent users from installing printer drivers Disabled
_ Application Control Policies Devices: Restrict CD-ROM access to locally logged-on user .. Not Defined
&) IP Security Policies on Local Computer Devices: Restrict floppy access to locally logged-on user only  Not Defined
- Advanced Audit Policy Configuration | Domsin controller. Allow computer account re-use during d... Not Defined
: ﬁ p”"""h“e: QDSI Domain contraller: Allow server operators to schedule tasks ot Defined
-_ cm‘:‘mtt'“ emplates | Domain controller: Allow vulnerable Netiogan secure chann... Not Defined
-
% Heer Configuration | Domain controller: LDAP server channel binding token requi... Not Defined
1 Software Settings Domain controller; LDAP i t Nt Defined
5| Windows Setings omain controller server signing requirements ot Define
. | Domain controller: Refuse machine account password chan... Not Defined
7| Administrative Templates
Domain member: Digitally encrypt or sign secure channel d... Enabled
Domain member: Digitally encrypt secure channel data (wh... Enabled ) Aoply
| Domain member: Digitally sign secure channel data (when ... Enabled
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